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Trustworthy  LLMs: A Survey and Guideline for Evaluating Large 
Language Modelsô Alignment  by Yang Liu Etal, 2023
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https://www.oneusefulthing.org/p/centaurs -and-cyborgs-on-the-jagged

HBS Working Paper 24-013 ñNavigating the Jagged Technological Frontier: Field Experimental Evidence of 

the Effects of AI on Knowledge Worker Productivity and Qualityò by F. Dell'Acqua et al.

Å12% fler uppgifter

Å25% snabbare

Å40% högre kvalitet

https://www.oneusefulthing.org/p/centaurs-and-cyborgs-on-the-jagged


Lawful AI

Three levels of abstraction

Ethical AI Robust AI

Trustworthy AI as our foundational ambition, with three components

Human -centric approach: AI as a means, not an end

from principles 
(Chapter I) 

to requirements 
(Chapter II) 

to assessment 
list (Chapter III)

https://ec.europa.eu/digital -single-market/en/news/ethics -guidelines-trustworthy -ai 

https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai


Slides from Killian  Gross, DG CNECT



óAI systemô means a machine -based system that is designed to operate 
with varying levels of autonomy and that may exhibit adaptiveness 
after deployment , and that, for explicit or implicit objectives , infers, 
from the input it receives, how to generate outputs such as predictions, 
content, recommendations , or decisions that can influence physical 
or virtual environments .
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Slides from Susanne Stenberg and Håkan Burden, RISE



https://www.regeringen.se/rattsliga -
dokument/kommittedirektiv/2024/09/dir. -202483



https://www.svensktnaringsliv.se/sakomraden/digital -policy/ai -
forordningen -en-introduktion -och-guide_1218887.html





Foundation of Trustworthy AI:
Integrating Learning, Optimisationand Reasoning
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This project is funded by the EC 
under H2020 ICT-48

https://tailor-network.eu/

https://tailor -network.eu/

TAILOR ς Vision

Develop the scientific 
foundations for Trustworthy AI

integrating learning, optimisation
and reasoning
to realisethe European vision of 
human-centered Trustworthy AI.
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TAILOR ICT-48 Network
TAILOR brings together 54 leading AI research centresfrom learning, optimisation and 
reasoningtogether with major European companies representing important industry 

sectors into a single scientific network addressing the scientific foundations of 
Trustworthy AI to reduce the fragmentation, boost the collaboration, and increase the AI 

research capacity of Europe as well as attracting and retaining talents in Europe.

Å 54 research excellence centresfrom 20 countries across Europe 
coordinated by Fredrik Heintz, Linköping University, Sweden

Å Four instruments

ï An ambitious research and innovation roadmap

ï Five basic research programs integrating learning, optimisationand reasoning 
in key areas for providing the scientific foundations for Trustworthy AI

ï A connectivity fund for active dissemination to the larger AI community

ï Network collaboration promoting research exchanges, training materials and events, and joint PhD supervision
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Trustworthy AI Handbook
ÅAn online encyclopedia of the major scientific 

and technical terms related to Trustworthy AI

ÅContains an overview of the main dimensions of 
trustworthiness, major challenges and solutions 
in the field, and the latest research developments

ÅFor non experts, researchers and students

Å30 contributors from all areas of Trustworthy AI

ÅIntegrated process for enrichment of Wikipedia 
while maintaining the integrity of the Handbook

Å1st version available: https://tailor-
network.eu/handbook/
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This project is funded by the EC 

under H2020 ICT-48, GA 952215 TAILOR  - Fredrik Heintz ï 13 Sep, 2024

Neural network robustness verification

AutoAI for improved efficiency of verifying robustness of neural networks

ǒ Best paper award at AAAI 2023 AISafety Workshop:
König et al.:Critically Assessing the State of the Art in CPU-based Local Robustness Verification

ǒ Paper accepted at AAAI 2024:
König et al..: Accelerating adversarially robust model selection for deep neural networks via racing
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ñstop signòñ130 km/hò

https://ada.liacs.leidenuniv.nl/papers/KonEtAl21.pdf


This project is funded by the EC 

under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla AI-modeller - Fredrik Heintz

CONSTRAINTS
(CSPs, CP, OR)

NEURAL

PROBABILITY

LOGIC

EMBEDDINGS

Goals :

Å understand how to integrate these paradigms 

Å integrate the involved communities 

Å Focus is on the static case, i.e., no time, no action, no 
dynamics, just like in a database

Å Covers five core different communities including

Å Deep & Probabilistic Learning

Å Neuro-Symbolic Computation (NeSy) 

Å Statistical Relational AI (StarAI) 

Å Constraint Programming & Machine Learning

Å Knowledge graphs for reasoning

Å And apply é in e.g. computer vision

Integrating paradigms and communities 

30



This project is funded by the EC 

under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla AI-modeller - Fredrik Heintz

Real-life problems involve perception and reasoning
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Who can go first ? 

A. The red car

https://www.theorie-blokken.be/nl/gratis-proefexamen

B. The blue van

C. The white car

DATA = Scenes/Videos

KNOWLEDGE = Rules of traffic

you do not want to learn the rules of traffic

rules of traffic should be enforced / guaranteed 

https://www.theorie-blokken.be/nl/gratis-proefexamen


This project is funded by the EC 

under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla AI-modeller - Fredrik Heintz

Neurosymbolic AI = Neural + Logic + Probability

32

The necessary quantitative component 

Our Slogan

PROBABILI
TY

LOGIC NEURAL



This project is funded by the EC 

under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla AI-modeller - Fredrik Heintz

Neurosymbolic AI - Integrate Learning and Reasoning
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Gartnerôs Hype Cycle in AI

Neurosymbolic AI (NeSy) as the answer

the most promising approach to a broad AI

(Hochreiter)

the third wave in AI  (Garcez and Lamb)

Key message

and challenge for AI

Exploit both DATA and KNOWLEDGE

both Learning and Resaoning



ÅDeveloping high-performing ML models is expensive. 
The design can be complex. Collecting large training 
datasets is challenging, and might expose sensetive
and proprietary data. Training the models can in itself 
be costly. 

ÅModel extraction attacks aims to steal:
ÅExact model properties.
ÅModel behavior (without access to the training 

data).



ÅMaking a copy of the targeted model can serve 
several purposes:
- Circumvent restrictions imposed on the model 

use.
- Shortcuts can save time and money.
- Reveal capabilities of an attacked 

organization.
- Prepare for future attacks.
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Trustworthy  LLMs: A Survey and Guideline for Evaluating Large 
Language Modelsô Alignment  by Yang Liu Etal, 2023



ÅBegränsadinsyn i träningsdata

ÅHittar på saker som inte stämmer med övertygelse(hallucinerar )

ÅÄven när det finns referenser/ hänvisningar såär de ofta felaktiga

ÅKan inte räkna eller dra logiska slutsatser

ÅFast i tiden samtidigt som den hela tiden ändras

Åmen, ChatGPT är fortfarande användbar



Coordinator: Fredrik.Heintz@liu.se ; Project manager: Trine.Platou@liu.se

ÅDevelop an open, trustworthy, and sustainable LLM initially targeting the Germanic languages. 

ÅTrustLLM will tackle the full range of challenges of LLM development, 

Å from ensuring sufficient quality and quantity of multilingual training data,

Å to sustainable efficiency and effectiveness of model training, 

Å to enhancements and refinements for factual correctness, transparency, and trustworthiness, 

Å to a suite of holistic evaluation benchmarks validating the multi -dimensional objectives.

https://trustllm.eu/

382024-10-10


