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Al-Utvecklingen ar Snabb!

Language and image recognition
capabilities of Al systems
have improved rapidly

Test scores of the Al relative to human performance
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1 Al systems perform better than
the humans who did these tests

O <— Human performance, as the

benchmark, is set to zero.
Al systems perform worse
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t The capability of each Al system is normalized to an initial performance of -100.

Source:
Kiela et al. (2021) Dynabench: Rethinking Benchmarking in NLP O#]rg\é?:d
OurWorldInData.org/artificial-intelligence e CC BY
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Storskaliga Sprakmodeller (LLMer)

Sk"VSFOd : Informationsinsamling
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Smal, Generell och Superintelligent Al

AArtificiell smal intelligens (Svag Al
A Al som dar minst lika bra som manniskor pé en eller néigra fé saker

A Artificiell Generell Intelligens (AGI, Stark Al
A Al som ar minst lika bra som mdanniskor pd alla saker
Alntelligens p& samma niva som manniskor

A Artificiell Superintelligens
A Al som vida 6verstiger manniskor pé alla saker

2024-10-10 7
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Al och Arbete

A 12% fler uppgifter
A 25% snabbare
A 40% hogre kvalitet

Density
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Quality

Distribution of output quality across all the tasks. The blue group did not use AI, the

green and red groups used Al the red group got some additional training on how to

use Al.

https://www.oneusefulthing.org/p/centaurs

-and-cyborgs-on-the-jagged
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Ethics Guidelines for Trustworthy Al

2024-10-10 9

Human -centric approach: Al as a means, not an end

. . . - INDEPENDENT
Trustworthy Al as our foundational ambition, with three components HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE
Lawful Al Ethical Al Robust Al XXk
* Bk
: * 5k
Three levels of abstraction
. . ETHICS GUIDELINES
from principles to requirements to assessment FOR TROS A GO
(Chapter I) (Chapter II) list (Chapter IlI)
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‘ A political agreement on the EU Al Act was reached

* K
* *
* *
* *

* h K

European Commission

/ Al Act Proposal: 21 Apr 2021 \

*
* g K

9 Council o both adopt legislation e Parliament
General approach: < Trilogues g vote in the Plenary:
6 Dec 2022 14 June 2023
On 8 Dec 2023

A political agreement was reached
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EU Al Act Al Definition

O0Al syst e machnmelmsed syddem that is designed to operate
with varying levels of autonomy and that may exhibit adaptiveness
after deployment , and that, for explicit or implicit objectives , Infers,
from the input it receives, how to generate outputs  such aspredictions,
content, recommendations , or decisions that can influence physical
or virtual environments

Definition: ett maskinbaserat system som ar utformat fér att fungera med varierande
grad av autonomi och som kan uppvisa anpassningsformaga efter inforande och som for
uttryckliga eller underférstadda mal, drar slutsatser harledda fran de indata det tar emot,
om hur utdata sasom forutsagelser, innehall, rekommendationer eller beslut som kan
paverka fysiska eller virtuella miljoer ska genereras.
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‘ The Al Act follows a risk-based approach
Unacceptable risk
e.g. social scoring, ——  Prohibited
untargeted scraping
High risk Permitted subject to compliance
e e.g. recruitment, medical with Al rgquirements and ex-ante
*Not mutually devices conformity assessment
exclusive

Permitted but subject to
information/transparency
obligations

Minimalornorisk  —— Permitted with no restrictions,
voluntary codes of conduct

HNK/%E'S%ST Slidesfrom Killian Gross, DG CNECT AVAVANS = E
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A limited set of particularly harmful Al practices are banned

Unacceptable risk

Subliminal, manipulative techniques

or exploitation of vulnerabilities to manipulate people in harmful ways

Social scoring for public and private purposes leading to detrimental or unfavourable treatment

to deduce or infer race, political opinions, religious or philosophical beliefs or sexual

Biometric categorisation : . : .
& orientation, exceptions for labelling in the area of law enforcement

Real-time remote biometric in publicly accessible spaces for law enforcement purposes, -with narrow exceptions
identification and with prior authorisation by a judicial or independent administrative authority

assessing or predicting the risks of a natural person to commit a criminal offence

Individual predictive policing based solely on this profiling without objective facts

Emotion recognition in the workplace and education institutions, unless for medical or safety reasons

Untargeted scraping of the internet or CCTV for facial images to build-up or expand biometric databases

II. HNK,%E'Q?EST Slidesfrom Killian Gross, DG CNECT AVAVANS =
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| High-risk Al systems will have to comply with certain rules

1. High-risk systems embedded in products covered by Annex |
« Al system shall be considered to be high-risk where both of the following conditions are fulfilled:

a) the Al system is intended to be used as a safety component of a product, or the Al system is itself a
product, covered by the Union harmonisation legislation listed in Annex I;

b) the product whose safety component pursuant to point (a) is the Al system, or the Al system itself as a
product, is required to undergo a third-party conformity assessment, with a view to the placing on the
market or the putting into service of that product pursuant to the Union harmonisation legislation listed in
Annex |.

II. HNK/%EQ%ST Slidesfrom Killian Gross, DG CNECT AVAVANS =
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| High-risk Al systems will have to comply with certain rules

. High-risk (stand-alone) use cases listed in Annex lll

Biometrics: Remote biometric identification, categorization, emotion recognition;
Critical infrastructures: e.g. safety components of digital infrastructure, road traffic

Education: e.g. to evaluate learning outcomes, assign students in educational
institutions

Employment: e.g. to analyse job applications or evaluate candidates, promote or fire
workers

Essential private and public services: determining eligibility to essential public
benefits and services; credit-scoring and creditworthiness assessment,
risk assessment and pricing in health and life insurance

Law enforcement
Border management
Administration of justice and democratic processes

4

Filter mechanism:
Excludes systems

from the high-risk list
that:

« perform narrow
procedural tasks,

improve the result
of previous human
activities,

do not influence
human decisions
or

do purely

preparatory tasks,

NB. Profiling of
natural persons
always high-risk
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Obligations of providers and deployers of high-risk Al
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» Risk management system to minimise risks for deployers and affected persons

» Trustworthy Al requirements: data quality and management, documentation and traceability,
transparency and information to deployers, human oversight, accuracy, cybersecurity and robustness

» Conformity assessment to demonstrate compliance prior to placing on the market
» Quality management system

» Register standalone Al system in EU database (listed in Annex 1)

» Conduct post-market monitoring and report serious incidents

» Non-EU providers to appoint authorized representative in the EU

» Operate high-risk Al system in accordance with instructions of use

» Ensure human oversight: persons assigned must have the necessary competence, training and
authority Monitor for possible risks and report problems and any serious incident to the provider or
distributor

» Public authorities to register the use in the EU database
» Inform affected workers and their representatives

» Inform people subjected to decisions taken or informed by a high risk Al system and, upon request,
provide them with an explanation

LINKOPINGS
UNIVERSITET
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Rules for Al systems which are not high-risk

Transparency obligations for certain Al systems (Art. 50)

Notify humans that they are interacting with an Al system unless this is evident

Design generative Al so that synthetic audio, image, video or text content is marked in a machine readable
format and detectable as artificially generated

Deployers to label as artificially generated:
deep fakes (audio, image or video unauthentic content)
text if published with the purpose of informing the public on matters of public interest
Notify humans that emotion recognition or biometric categorisation systems are applied to them

Possible voluntary codes of conduct (Art. 95)

» No mandatory obligations, but possibility for voluntary application of the Al Act requirements to non-high-risk
» Possibility for voluntary application of other requirements (e.g. environmental and social sustainability)

ll.l.l e Slidesfrom Killian Gross, DG CNECT \VAVANS =
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| New special

All GPAI
(lower tier)

GPAI with systemic risks
(higher tier)

2024-10-10 18

rules for General Purpose Al models (GPAI)

« Information and documentation requirements, mainly to achieve transparency for
downstream providers

« Policy to respect copyright and a summary of the content used for training
purposes

 Free and open-source models are exempted from transparency requirements,
when they do not carry systemic risks except from the copyright-related obligations

- atleast 10725 FLOPs or designated by the Al Office (e.g. based on ben
for capabilities, user count)

« All obligations from the lower tier + state-of-the-art model evaluations (including
red teaming / adversarial testing), risk assessment and mitigation, incident
reporting, cybersecurity and additional documentation

LINKOPINGS
Il.u UNIVERSITET
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A holistic governance structure for effective enforcement

Enforcement by national competent authorities and the Al Office
with a supportive structure for close collaboration with Member States and for additional technical expertise

European Al Office
(established within the Commission)

National competent
authorities

« Supervising the application and implementation

Developing Union expertise and capabilities in the

field of artificial intelligence, implementation body

Enforcing and supervising the new rules for GPAI
models, incl. evaluations, requesting measures

regarding high-risk conformity and prohibitions

» Carrying out market surveillance, EDPS for Union
entities

European Artificial Advisory Scientific
Intelligence Board Forum Panel
+ High-level representatives of - Balanced selection of + Pool of independent experts
each MS, advising and assisting stakeholders, incl. industry,

+ Supporting the implementation

the Commission and MS SMEs, civil society, academia and enforcement as regards
» Advising and providing technical GPAI models, with access by
expertise Member States

Il.u LINKOPINGS Slidesfrom Killian Gross, DG CNECT VVASH

UNIVERSITET
WALLENBERG Al AND TRANSFORMATIVE TECHNOLOGIES
EDUCATION DEVELOPMENT PROGRAM



Tillforlitlig Al - Fredrik Heintz

Implementation priorities and milestones:

)
4
)
)

Setting up the Al Office
Recruitment (first call closed with >550 applicants for tech profiles)

2024-10-10 20

The Al Act enters into application in a gradual approach

Entry into

II. H,Q'{\(,%E'S'\'&ST Slidesfrom Killian Gross, DG CNECT

Set-up of governance (Al Board, scientific panel, advisory forum)
Prohibitions 6 months

Coordination of codes of practice on GPAI
COM will coordinate and guide drawing up by GPAI developers (due 9 months
after entry into force) Governance & GPAI 12 months
Contributing to preparation of standards
COM has mandated CEN/CENELEC to develop standards; next step is Al other rules 24 months
amendment of mandate after Al Act adoption
Preparing guidelines, implementing and delegated acts o

o ) . o - High-risk covered by 36 months
Priority deliverables are guidelines on Al system definition and on prohibitions product legislation
(due 6 months after entry into force)

v
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Risk management system (art 9)

Data quality (art 10)

Record keeping (art 12)

Transparency and information to users (art 13)

Human oversight (art 14)

Accuracy (art 15)

Robustness (art 15)

Cybersecurity (art 15)

Quality management system (art 17)

Conformity assessment (art 43)

Risk management system for Al systems

Governance and quality of datasets used to build Al
systems

Record keeping through logging capabilities by Al
systems

Transparency and information provisions to the
users of Al systems

Human oversight of Al systems

Accuracy specifications for Al systems
Robustness specifications for Al systems
Cybersecurity specifications for Al systems
Quality management system for providers of Al

systems, including post-market monitoring process

conformity assessment for Al systems

23894:2023 Al risk management
TR 24028:2020 Al trustworthiness
TR 22100-5:2021 Machine safety and Al

38505-1:2017 Data governance
TR 24027:2021 Bias in Al

TR 24028:2020 Al trustworthiness
TR 9241-810:2020 Human-system interaction

TR 24028:2020 Al trustworthiness
TR 9241-810:2020 Human-system interaction

TR 24028:2020 Al trustworthiness

TR 24029-1:2021 Robustness of neural networks

TR 24028:2020 Al trustworthiness

27001:2022 / 27002:2022 Organisational cybersecurity

38507:2022 Organisational governance of Al

21
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Ny utredning for trygg och tillforlitlig
anvandning av Al i Sverige

Publicerad 23 september 2024

Regeringen har beslutat att tillsatta en utredning for att se dver
behovet av nationella anpassningar till féljd av EU:s nya forordning
om Al (Al-férordningen). Utredningen ar en del av regeringens
arbete med att gora Sverige till en ledande nation inom
anvandning av saker och tillforlitlig Al.

- Vi star mitt i ett teknikskifte dar Al har stor potential att forandra hur vi
arbetar inom ett stort antal sektorer och i manga delar av samhadllet. Genom
denna utredning tar vi ett viktigt steg for att sakerstalla att Al anvands pa ett
satt som ar tryggt, tillforlitligt och i linje med vara grundlaggande
varderingar, sager civilminister Erik Slottner.

Utredningen ska féresla nodvandiga lagandringar samt atgarder fér insyn
och kontroll. Genom att anpassa nationella regler till Al-férordning, stravar
regeringen efter att framja innovation och tillvaxt genom Al-anvandning,
sarskilt féor mindre aktdrer inom privat och offentlig sektor.

2024-10-10 22

Helena Rosén Andersson tillsatts som sarskild utredare och slutredovisning
av uppdraget ska ske senast den 30 september 2025.

Sarskild utredare

Sarskild utredare blir Helena Rosén Andersson med bakgrund som justitierad vid Hogsta
férvaltningsdomstolen och advokat vid Advokatfirman Vinge. Helena kommer senast fran
rollen som séarskild utredare i 2022 ars penningtvattsutredning som dverlamnade
betankandet SOU 2024:58 den 30 augusti 2024. Innan dess var Helena sarskild utredare i
2019 ars marknadskontrollutredning (SOU 2020:49).

LINKOPINGS
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https://www.regeringen.se/rattsliga -
dokument/kommittedirektiv/2024/09/dir.
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The future of European competitiveness: Report by Mario
Draghi

The report looks at the challenges faced by the industry and companies in The futu | = J——
— of European
competitiveness

the Single Market.

The findings of the report will contribute to the Commission’s work on a
new plan for Europe’s sustainable prosperity and competitiveness. And in
particular, to the development of the new Clean Industrial Deal for
competitive industries and quality jobs, which will be presented in the first
100 days of the new Commission mandate.

Download the report >
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Foundation of Trustworthy Al:
Integrating LearningOptimisationand Reasoning

N @ B

Frediik Heintz

Dept. of CompuietSeiencen kinkoping Wdniversity
fredrik.heintz@liusse @FrediitkHeintz

ht‘tps//ta”or _network_eu/ - TAILOR s an ICT-48 Network of Al Research Excellence Centers funded by II.“ LINKOPINGS

EU Horizon 2020 research and innovation programme GA No 952215 UNIVERSITET


mailto:fredrik.heintz@liu.se
https://tailor-network.eu/

[ TAILOR
v https://tailor -network.eu/

/ TAILOR Vision P

Develop the scientific
foundations forTrustworthy Al

Integrating learningoptimisation
and reasoning

to realisethe European vision of
humancentered Trustworthy Al.

RAEME This project is funded by the EC I LINKOPINGS
B Under H2020 IG#8 I.U UNIVERSITET
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| % TAILOR

https://tailor -network.eu/

/ TAILOR 1G48 Network P

TAILOR brings together 54 leading Al reseegecitresfrom learning, optimisation and
reasoningtogether with major European companies representing important industry
sectors into a single scientific network addressingsthentific foundations of
Trustworthy Alto reduce the fragmentation, boost the collaboration, and increase the £
research capacity of Europe as well as attracting and retaining talents in Europe.

A 54 research excellena@ntresfrom 20 countries across Europe
coordinated by Fredrik Heintz, Linkdping University, SWed@R 3 trustworthy Al

A Four instruments
I An ambitious research and innovation roadmap

I Five basic research programs integrating learnopgimisationand reasoning
In key areas for providing the scientific foundations for Trustworthy Al

I A connectivity fund for active dissemination to the larger Al community
I Network collaboration promoting research exchanges, training materials and events, and joint PhD supervision

This project is funded by the EC I LINKOPINGS
under H2020 IGZ#8 I.u UNIVERSITET
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Trustworthy Al Handbook

TAILOR

https://tailor -network.eu/

.,

AAn online encyclopedia of the major scientific
and technical terms related to Trustworthy Al

AContains an overview of the main dimensions of
trustworthiness, major challenges and solutions
In the field, and the latest research developments

AFor non experts, researchers and students
A30 contributors from all areas of Trustworthy Al

Alntegrated process for enrichment of Wikipedia
while maintaining the integrity of the Handbook

A1st version available: https://tailor-
network.eu/handbook!/

This project is funded by the EC

under H2020 1GZ8 Tillforlitlig Al- Fredrik Heintz

The TAILOR Handbook of Trustworthy Al

Complete List of Contributors

Explainable Al Systems

Kinds of Explanations

Dimensions of Explanations

Safety and Robustness

Fairness, Equity, and Justice by Design = w

Accountability and Reproducibility

Respect for Privacy
Sustainability
About TAILOR

Index

28 Ilou
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Neural network robustness verification

AutoAl for improved efficiency of verifying robustness of neural networks

nst p signbonl30 km/ ho
Best paper award at AAAI 2023 AlSafety Workshop:

Koniq et al.:Critically Assessing the State of the Art in CPU-based Local Robustness Verification

Paper accepted at AAAI 2024

Konig et al..: Accelerating adversarially robust model selection for deep neural networks via racing

O«

O«

This project is funded by the EC
under H2020 ICT-48, GA 952215 TAILOR - Fredrik Heintz i 13 Sep, 2024 29


https://ada.liacs.leidenuniv.nl/papers/KonEtAl21.pdf
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Integrating paradigms and communities

PROBABILITY

Goals :
A understand how to integrate these paradigms
A integrate the involved communities

A Focus is on the static case, i.e., no time, no action, no
dynamics, just like in a database

A Covers five core different communities including
A Deep & Probabilistic Learning

A Neuro-Symbolic Computation (NeSy) LOGIC

A Statistical Relational Al (StarAl) URAI
A Constraint Programming & Machine Learning

A Knowledge graphs for reasoning

AAnd apply € in e.g. computer

CONSTRAINTS EMBEDDINGS

This project is funded by the EC (CSPs, CP, OR)
under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla Al-modeller - Fredrik Heintz 30
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Real-life problems involve perception and reasoning

Who can go first ?
A. The red car

B. The blue van

C. The white car

DATA = Scenes/Videos

KNOWLEDGE = Rules of traffic

https://www.theorieblokken.be/nl/gratiproefexamen

you do not want to learn the rules of traffic
rules of traffic should be enforced / guaranteed

This project is funded by the EC
under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla Al-modeller - Fredrik Heintz 31
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Neurosymbolic Al = Neural + Logic + Probability

Our Slogan

Neural Logic Probability

perception Q
Statistical Relational
scalable Artificial Intelligence
Logic, Probability,
. and Computation
learning
Luc de Raedt
. Kr.istian Kerstir,g
reasoning Q ok Nagenjan
explanations Q Q A
knowledge a

The necessary gquantitative component

PROBABILI

This project is funded by the EC
under H2020 ICT-48, GA 952215 Storskaliga tillitsfulla Al-modeller - Fredrik Heintz 32
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Neurosymbolic Al - Integrate Learning and Reasoning

Key message
and challenge for Al

Exploit both DATA and KNOWLEDGE

both Learning and Resaoning

Neurosymbolic Al (NeSy) as the answer

the most promising approach to a broad Al
(Hochreiter)

the third wave in Al (Garcez and Lamb)

This project is funded by the EC
under H2020 ICT-48, GA 952215

Expectations

!

Storskaliga tillitsfulla Al-modeller - Fredrik Heintz

Smart Robots

Responsible Al

MNeuromorphic Computing
Prompt Engineering

Generative Al

Foundation
Models

Artificial General Intelligence Synthetic Data
Degcision Intelligence
Al TRISM

Operational Al Systems

ModelOps

Composite Al

Data-Centric Al
Computer

Vision

() EdgeAl

Al Engineering

Al Simulation

Causal Al

Neuro-Symbaolic Al .

Multiagent Systems

Data Labeling
and Annotation

Knowledge Graphs

Intelligent Applications

Autonomous Vehicles
Al Maker and Teaching Kits

First-Principles Al
Automatic Systems

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
-
Time
Plateau will be reached:
@ Stol0years A more than 10 years () obsolete before plateau As of July 2023

() less than 2 years @ 2to5years

Cycl e

Gartnero6s Hype

33



Tillforlitlig Al - Fredrik Heintz 2024-10-10 34

Model extraction attacks - Christian Gustavsson

A Developing high-performing ML models is expensive.
The design can be complex. Collecting large training
datasets Is challenging, and might exposesensetive
and proprietary data. Training the models can in itself
be costly.

A Model extraction attacks aims to steal:

A Exact model properties.

A Model behavior (without access to the training
data).

LINKOPING
II.“ UNIVERSITY
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Model extraction attacks - Christian Gustavsson

AMaking a copy of the targeted model can serve

several purposes:

- Circumvent restrictions imposed on the model
use.

- Shortcuts can save time and money.

- Reveal capabilities of an attacked
organization.

- Prepare for future attacks.

LINKOPING
UNIVERSITY
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Storskaliga Sprakmodeller (LLMer)

Skrivstod Informationsinsamling
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Kan man lita pa ChatGPT? Nej!

ABegransadinsyn i traningsdata

AHittar pa saker sominte stammer med 6vertygelse (hallucinerar )
AAven nar det finns referenser/ hanvisningar saar de ofta felaktiga
AKan inte rakna eller dra logiska slutsatser

AFasti tiden samtidigt som den hela tiden &ndras

Amen, ChatGPT ar fortfarande anvandbar

Ilo“ LINKOPING

UNIVERSITY WALLENBERG A| AND TRANSFORMATIVE TECHNOLOGIES
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TrustLLM - Trustworthy and Factual LLMs made in Europe

A Develop an open, trustworthy, and sustainable LLM initially targeting the Germanic languages.
A TrustLLM will tackle the full range of challenges of LLM development,
A from ensuring sufficient quality and quantity of multilingual training data,
A to sustainable efficiency and effectiveness of model training,
A to enhancements and refinements for factual correctness, transparency, and trustworthiness,
A to a suite of holistic evaluation benchmarks validating the multi -dimensional objectives.
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